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Jack Poulson curates public contracting records across
more than 30 U.S.-allied countries as part of
investigations into the military and intelligence
industries. Particular emphasis is put on cellphone
location-tracking, facial recognition, and obscure-but-
influential Pentagon subcontracting networks.

Jack Poulson is the Executive Director of the nonprofit Tech Inquiry, where he leads a project for exploring
international procurement and lobbying. He was previously a Senior Research Scientist in Google’s Al division
and, before that, an Assistant Professor of Mathematics at Stanford. He completed his PhD in Computational and
Applied Mathematics at UT Austin in 2012 before serving as an Assistant Professor of Computational Science and
Engineering at Georgia Tech. After two years as a Research Scientist in Google’s Al division working on
recommendation systems and natural language processing, he resigned in protest of the company rolling back its
international human rights protections and transitioned (back) into the nonprofit sector. His work focuses on data
curation of the interface between tech companies and weapons manufacturers with the U.S. government and
supporting civil society and tech workers in opposing related abuses.

As chronicled in investor Jonathan E. Lewis’ 2002 book "Spy Capitalism," the venture
capitalist Laurance S. Rockefeller was central to the development of the CIA's first
successful spy satellite program, CORONA, through his majority investment in the
late-1950s “information technology” company Itek Corporation. [1, 2] Despite being
penned by a national security investor, “Spy Capitalism” repeatedly suggested that
Mr. Rockefeller likely profited from dubious access to classified U.S. surveillance
technology roadmaps.

Itek’s spy cameras went on to help President Kennedy definitively refute the narra-
tive of a U.S.-Soviet “missile gap” through footage jettisoned from orbiting satellites,
as well as to provide high-resolution imagery for the president through a makeshift
installation within a U-2 spy plane during the Cuban Missile Crisis.

Though Itek would essentially collapse by 1970 — due to a combination of the
mismanagement of its founder, Col. Richard S. Leghorn, and a principled scientific
dispute with the CIA under his successor, former head of CIA Eastern European op-
erations Franklin A. Lindsay — the company’s legacy of an information technology
revolution intertwined with American surveillance lived on. In 1969, Rockefeller
Brothers spun out the venture capital firm Venrock, whose investments have included
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Google acquirees DoubleClick and Nest, the social media surveillance company
Dataminr, and a struggling software-first military contractor named Rebellion De-
fense. (3

Lindsay had resigned from the upper ranks of the CIA’s covert action arm in 1953
after concluding that the infiltration of the Agency’s human spy networks in the So-
viet Union was inevitable, and that a creative alternative was required.

Lindsay’s solution, which he conceived within the Ford Foundation, was overhead
surveillance executed by U.S. companies and formally led by the competing organiza-
tions of the National Reconnaissance Office and the CIA's Directorate of Science
and Technology.

While subsequently working for the Rockefeller Brothers Fund, Lindsay also helped
initiate the historic Rockefeller Special Studies Project in 1956. Initially directed by
future simultaneous U.S. Secretary of State and National Security Advisor Henry Kis-
singer, the study’s venture capital-backed U.S. foreign policy recommendations be-
came the template for the influential Special Competitive Studies Project (SCSP) cur-
rently led and funded by former Google CEO Eric Schmidt. (4]

As the privatized continuation of the congressionally mandated National Security
Commission on AI (NSCAI), which was also led by Schmidt, SCSP became the focal
point of the so-called ‘Third Offset Strategy’ for incorporating artificial intelligence
into the U.S. military and intelligence community in light of the larger troop count of
China’s People’s Liberation Army. (The previous two offsets were respectively preci-
sion-guided weapons and air early warning systems, circa the 1970s and 1980s, and,
beginning in the early 1960s, tactical nuclear weapons such as the M28/M29 Davy
Crockett rifle and parachutable Special Atomic Demolition Munition. (5, &)

Many of the goals of the Third Offset, as instantiated through the Combined Joint
All Domain Command and Control (CJADC2) program, would be identical to that of
President Reagan’s failed Strategic Computing Program forty years earlier. As noted
in a 1984 article produced by Computer Professionals for Social Responsibility, the
principal three focuses of the SCP program were: autonomous vehicles, software pilot
assistants, and software-aided "battle management systems.” 7]

Then U.S. Senator Biden received widespread press coverage for criticizing
Reagan’s related Strategic Defense Initiative — aka ‘Star Wars’ — proposal to take
the U.S. president out of the nuclear response loop. 8]

U.S. Senator Paul Tsongas (D-MA) satirically stated : “Perhaps we should run R2-
D2 for President in the 1990s. At least he'd be on line all the time.” Tsongas then
asked if “anyone told the President that he's out of the decision-making process?”

Senator Biden subsequently attempted to inquire into the possibility of an error
provoking the Soviets to launch a nuclear attack: "Let's assume the President himself
were to make a mistake... ," Biden began, before Cooper interrupted with: “Why? We
might have the technology so he couldn’t make a mistake.”

"OK," stated Biden. "You've convinced me that I don't want you running this pro-
gram.”
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Under the Biden administration nearly forty years later, the Pentagon adopted a
series of five “ethical principles for artificial intelligence” drafted by its Defense In-
novation Board, with a central focus on the rules beyond the incorporation of artificial
intelligence into U.S. weapons systems, and the U.S. Intelligence Community soon
followed with its own analogue. 19, 181 The Defense Innovation Board was at the time
chaired by former Google CEO Eric Schmidt, and its executive director was Joshua
Marcuse, who was soon after hired directly into government relations at Google
Cloud. 111

According to an article published by the trade publication Defense One in early
2019, which quoted Marcuse, the Pentagon’s development of Al guidelines was in-
spired by Google’s development of internal ‘Al Principles’ in response to rank-and-
file protests about the company’s involvement in military drone surveillance. 121 The
primary purpose of the Pentagon’s ethical commitments would be to help managers
at U.S. tech companies assuage concerned staffers, as suggested by both the De-
fense One article and a Microsoft manager commenting at a public Defense Innova-
tion Board meeting surrounding the principles.

From spy satellites to cloud computing

Google’'s 2004 acquisition of the satellite imagery company Keyhole Corp. from the
U.S. intelligence community’s nonprofit venture capital arm In-Q-Tel cemented Eric
Schmidt and Google as a successful realization of the legacy of Laurance Rockefeller
and Itek. (13,14 Keyhole's satellite imagery technology became both Google Maps and
Google Earth, with the latter's relationship with the U.S. military and intelligence
community having been primarily maintained through Thermopylae Sciences & Tech-
nology, which has gone dark since its acquisition by the Swedish technology com-
pany Hexagon. [15]

WikiLeaks editor Julian Assange’s 2014 book ‘When Google Met Wikil eaks’ was
an early warning of Google’s transformation into a military contractor, noting that
Schmidt’s own book from the previous year had argued that: “What Lockheed Martin
was to the twentieth century, technology and cyber-security companies will be to the
twenty-first.” 116,171 Google helped establish itself as an embodiment of this promise
eight years later, through acquiring the cyber-security giant Mandiant. [1g

Google’s initial attempt at a federal technology branch lasted only about three
years, with its CTO, Rob Painter, having arrived from In-Q-Tel in 2005 following the
Keyhole acquisition. 191 As noted by Market Watch in 2008, “While [Google] had
$394,760 in [U.S. federal] contracts in 2006, ... in 2007 it had only $129,820.”

The retail giant Amazon’s profitable cloud computing subsidiary, Amazon Web
Services (AWS), reinvented the relationship between tech companies and the U.S. in-
telligence in 2013, with the company receiving a $600 million award directly from the
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CIA, known as Commercial Cloud Services (C2S). 12¢] Officials from the CIA’s Direc-
torate of Digital Innovation, which runs both the Agency’s cloud computing contracts
and the information operations center highlighted by WikiLeaks’ Vault 7 disclosures,
recently publicly noted that C2S only ended earlier this year. 211 The replacement is
the potentially multi-billion dollar Commercial Cloud Enterprise (C2E) contract, which
was jointly awarded to five major U.S. tech giants in late 2020: Amazon, Microsoft,
Google, Oracle, and IBM. 122

Google’s path to C2E had been rocky. Google employees published an open letter
in The New York Times in 2018 which broadly demanded an end to their company’s
participation in “the business of war.” (23] Specifically, the workers were demanding
an end to Google’'s development of custom computer vision software for analyzing
city-wide drone surveillance footage collected by Gorgon Stare camera systems flying
on General Atomics MQ-9 Reaper drones, a central component of the Pentagon’s
“Project Maven” experiment, whose unwieldy official name was the Algorithmic War-
fare Cross-Functional Team. [24, 25)

The result was Google beginning a shift in late 2018 to providing ‘black box’ cloud
computing support for Maven and handing the lead over to Palantir, resulting in the
Maven Smart System, whose deployment in Ukraine was announced in early 2023. 25,
27,28, 29]

While public subcontracting records revealed that the American Al startup Clarifai
had been paid to develop facial recognition for Project Maven, the controversial
American facial recognition company Clearview Al separately supported a Ukrainian
psychological operation involving contacting the mothers of dead Russian soldiers.
136,317 And roughly $200 million in Maven-related contracts to ECS Federal were si-
lently deleted from public record after the author’s forensic analysis of them in late
2021. 32,121]

Perhaps as a result of protest fatigue, news of Google’s participation in the U.S.
Intelligence Community’s C2E project was met with little-to-no internal resistance.
But worker protests made headlines in late 2021 when Google reversed its previous
decision to not participate in the Pentagon’s doomed single-vendor Joint Enterprise
Defense Initiative (JEDI) cloud contract by announcing an intent to participate in the
$9 billion ceiling multi-vendor replacement, Joint Warfighting Cloud Capability
(JWCC). [33]

There was also little fanfare surrounding Lockheed Martin’'s December 2020 an-
nouncement that, roughly 38 years after President Kennedy tasked a U-2 to fly over
Cuba with an Itek surveillance camera, a U-2 test flight was successfully flown with
Google’s Kubernetes distributed computing software running onboard. [34; As already
understood by Computer Professionals for Social Responsibility in the early 19880s,
computer science “has taken over as the critical field underlying modern weapon sys-
tems.” 7]

A major through line since Itek’s role on CORONA has been the Pentagon’s [De-
fense] Advanced Research Project Agency, now universally known as DARPA, which
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also aided South Vietnam’s counterinsurgency efforts. DARPA’s role as the interme-
diator between the U.S. military and both Silicon Valley and academia has been well-
documented, particularly in Sharon Weinberger’'s 2017 book ‘The Imagineers of War’
and Yasha Levine’s subsequent ‘Surveillance Valley'. 35, 361 Beyond DARPA’s support
for medium-term research and In-Q-Tel’s focus on commercialization, the return to
so-called ‘Great Power’ competition with China and Russia in 2014 led to the crea-
tion of a new wave of defense commercialization organizations, most notably the
Pentagon’s Defense Innovation Unit, whose founders recently published the memoir
‘Unit X', which is argues a similar ‘Third Offset’ narrative to that of Anduril chief strat-
egy officer Christian Brose’s earlier book, ‘The Kill Chain’. 37, 38]

Despite the historical importance of satellite surveillance, the primary financial re-
lationship between U.S. tech giants and the U.S. national security state — so far as
public records and reporting have revealed, beyond the exception of Microsoft's $22
billion ceiling Integrated Visual Augmentation System — is through supplying cloud
computing and artificial intelligence, especially through the aforementioned C2E
contract with the U.S. Intelligence Community, the JWCC contract with the Pentagon,
and with the Project Nimbus award from the Israeli government. 39, 461 C2E was ini-
tially estimated by the CIA to have a potential ultimate payout of “tens of billions” of
dollars, whereas JWCC's public ceiling is $9 billion, and Nimbus — which was split
between Amazon and Google — is worth roughly $1.2 billion.

(The author published a detailed study of known government contracts with
Google, Microsoft, and Amazon two years ago, concluding that Microsoft was the
largest recipient of government funds of the three, with Google in a distant third. (41)

Despite Oracle having been born out of a 1977 project with the CIA under the
same name, like the even older company IBM, Oracle’s technology is widely viewed
by governments as outdated and expensive, leading to Oracle’s humiliating loss on
Nimbus to Amazon and Google. (42, 431 Arguably, Oracle’s core competency of data-
base management has been supplanted by its 9/11-era competitor, data-fusion giant
Palantir, which Oracle considered acquiring in 2016. [44]

As revealed by Google training materials for Nimbus uncovered by the author,
Nimbus involves the sale of software stacks helping the Israeli military train its own
artificial intelligence on top of proprietary datasets. (451 A subsequent investigation by
the author uncovered the close relationship between Google and Microsoft and the
Lotem Technology Division of the Israeli military’'s Computer Services Directorate —
their rough analogue of the U.S. Defense Information Systems Agency, which runs
JWCC. 1461 Three months later, the Israeli +972 magazine published similar findings.
[47]

After its humble beginnings helping the 18th Airborne Corps find an inflatable tank
decoy in a sea of imagery in 2020, Palantir's Maven Smart System was quickly de-
ployed in response to the Hamas attacks of October 7, 2023, providing a shared
common operating picture with allies, presumably including the Israel Defense
Forces (IDF). 48, 291
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“We were fortunate prior to October 7, that all of our [CENTCOM] components
were already actively using MSS and the tools that we had built on it,” stated CENT-
COM's lead for the Maven Smart System, Liam M. Hulin, during a half-day conference
hosted by the Center for Security and Emerging Technology (CSET) in late August,
where he was introduced as a former commander of SEAL Team Six.

The underlying CSET report for the conference, “Building the Tech Coalition,”
stated that the Maven Smart System had enabled an 18th Airborne artillery targeting
cell containing “roughly 20 people” to “match the performance of the time-critical
targeting cell in Operation Iraqi Freedom” which “benefitted from more than two
thousand staff members.” 49, 29

An anonymous member of the IDF’s Lotem technology unit put the impacts of
faster targeting more bluntly in an interview with The Jerusalem Post in February,
stating: “the new speed of digital targeting has crossed a threshold where the mili-
tary can now add new targets in real time faster than it disposes of old ones.” (561 The
following month, Columbia epidemiologist Les Roberts noted in TIME Magazine that
Israel's ongoing invasion of Gaza had already killed more than 309,000 people, most
of whom were women and children. (51

Hulin further explained during a half-day CSET conference in late August that the
Maven Smart System is “a platform where we fuse and filter data from 179 different
live data feeds,” likening the operational team to a “Star Wars bar” based in Tampa.
291 In a clear usage of Palantir's parlance for its proprietary data management sys-
tem, Hulin continued that: “MSS is powered by what we call the ‘ontology layer.’ It
pulls that data in. It standardizes it so that data can be fused and used together, and
then exchanged with cloud and edge systems that we use to work different processes
for us.”

“We estimate about 2500 [CENTCOM] people a day, or at least a few times a
week, are logging into their [Maven Smart System] accounts and using it,” Hulin
added.

Maven has also quietly been integrated into U.S. border surveillance activities
through the U.S. Navy and U.S. Coast Guard’s Minotaur Mission System, a sort of data
fusion system, or “common operating picture,” for maritime surveillance aircraft such
as Lockheed’s P-3 Orion and HC-130J Super Hercules. 11221 Developed by the Johns
Hopkins University Applied Physics Laboratory, with contracts continuing into at least
2025, the Minotaur software has been promoted in trade publications as “the under-
lying software backbone for the Pentagon’s Artificial Intelligence (AI)-based Project
Maven initiative.” The bold claim is bolstered by a $137,713 subaward to Prescient
Edge Corporation from ECS Federal as part of its ongoing “Avalanche” Project Maven
award on March 18, 2021, with a subaward description including: “attempt Minotaur
and Maven integration efforts on the following hardware solutions: a) Minotaur laptop
(to be procured); b) aircraft mission processor; and c) aircraft work station.” (123
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A recently completed $1.5 million contract for Prescient Edge to support the Air
and Marine Contracting Division of U.S. Customs and Border Protection’s (CBP) us-
age of the Minotaur Mission System noted in its second modification summary that it
involves “test[ing] the Starlink low orbit system on multi-role enforcement aircraft
(BLK I).” (1241 That is to say, Project Maven is integrated into a system (Minotaur) ac-
tively used by CBP for maritime interdiction, with recent tests to use Space X's Star-
link communications system for connectivity. [125)

Precisely one year before the CSET conference for the “Building the Tech Coali-
tion” Maven report, Microsoft executive Jason Zander reconstructed for a U.S. Air
Force audience how the image search technology of Synthetaic, now RAIC Labs, had
been used to track China’s infamous High Altitude Balloon up until it was shot down
by a U.S. Air Force F-22 fighter jet over South Carolina. (521 The task was analogous to
the 18th Airborne’s ‘broad area search’ for the inflatable tank decoy, and Zander sub-
sequently demonstrated how RAIC’s software could build on top of OpenAl’'s DALL-E
2 image generation tool to easily find numerous playgrounds in Milwaukee contain-
ing chalk drawings of the contiguous U.S.

During a live webinar thirty days later, the head of the CIA’'s Open Source Enter-
prise, Randy Nixon, argued that generative artificial intelligence analogues of
OpenAl’'s ChatGPT had revolutionized U.S. surveillance. (53; Nixon stated that, as a
consequence of the CIA’s adoption of Large Language Models (LLMs) for automatic
summarization: “The only thing that holds [us] back on collection is really ... having
the amount of money to go out and buy everything that’s out there.”

Thanks to an obscure nonprofit defense contractor named Alethia Lab accidentally
publishing myriad training materials and corporate slide decks, much is now publicly
known about how the Pentagon and U.S. intelligence agencies plan to incorporate
private sector generative artificial intelligence. A slide deck from the natural lan-
guage processing-focused defense contractor Primer Technologies pitched an “All-
Source Workflow” for producing intelligence products, including for targeting, by
feeding HUMINT, SIGINT, OSINT, etc. into its proprietary LLM-based platform, Delta.
[52]

One of several leaked slide decks from Scale AI described curated and labeled
datasets as ““ammo’ for ‘Al wars’” in a slide whose title asked “Do you have an Al
ammo factory?” It was a pitch for Scale’s own AI ammo factory, officially known as its
Public Sector AI Center in St. Louis, Missouri, which the company advertised as hold-
ing 300 data labeling specialists. According to a leaked slide deck, the St. Louis cen-
ter can produce, on a weekly basis, 35,000 Electro-Optical (EO) imagery annotations,
20,000 for Synthetic Aperture Radar (SAR), and “thousands” for Full Motion Video
(FMV).

i
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The power of databases

Nearly thirty minutes into a speech at The University of California, Santa Cruz in
March 2006 entitled “The CIA’s Secret War,” veteran U.S. national security journalist
Dana Priest emphasized the power of public records in exposing covert operations,
especially corporate records and flight tail-number records. [54] “The amount of infor-
mation you can get off of a database now is really pretty phenomenal,” she stated.
Priest then retraced her discovery of CIA rendition flights to a “small story” published
in late October of 2001 by News of Islamabad which discussed the Yemeni microbi-
ologist Jamil Mohammed “being whisked away” in a Gulfstream V aircraft with tail
number N379P. [55)

The “conservative news forum” FreeRepublic.com posted that the tail number be-
longed to Premier Executive Transport Services of Dedham, Massachusetts, along-
side a soon-to-be-confirmed suspicion that it was a front company in the vein of the
CIA’s infamous previous front company, Air America. The confirmation that Premier
Executive Transport Services was a front came from public corporate records provid-
ing its nominal list of officers, who were found to be fictitious.

Eighteen years later, flight logs of even classified flights are widely scrutinized
through Automatic Dependent Surveillance-Broadcast (ADS-B) databases, and corpo-
rate records are largely centralized and made freely available through the website
OpenCorporates.com. (Strange bedfellows in the human rights community have re-
sulted from one of the most prominent free ADS-B websites, ADS-B Exchange, being
closely partnered with the de facto think-tank arm of Palantir, The Center for Ad-
vanced Defense Studies, better known as C4ADS, whose former director Jerrold M.
Post was the founder of the CIA’s Center for the Analysis of Personality and Political
Behavior. (56, 571)

The combination of such datasets with daily streams of public contracting sum-
maries from governments around the world, along with an ever-growing body of pub-
lic interest leaks, has produced an information goldmine containing revelations often
exceeding those possible from conversations with high-level inside sources. This
year alone, hundreds of gigabytes of apparent Israeli Ministry of Justice and Ministry
of Defense emails were published in response to Israel’s ongoing invasion of Gaza,
following a similarly historic leak of top secret Pentagon assessments of not only the
ongoing Russian invasion of Ukraine, but also global signals intelligence on even al-
lied governments collected through the Foreign Intelligence Surveillance Act (FISA).

The baseline for low-budget research has become keyword lookups and alerts
through search engines, particularly Google’s namesake product and walled garden
analogues, such as on X (formerly Twitter), LinkedIn, Telegram, or Facebook. While
reporters and researchers may manually set up accounts on each platform through
their own email addresses, intelligence agencies tend to use an intermediary com-
pany to provide both anonymity and a unified, multi-lingual interface across tens to
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hundreds of data sources. At the moment, the most popular companies in this space
are Babel Street, Flashpoint, and the Venrock-investee Dataminr.

A typical reporter might also have alerts set up — for example, through Google
Alerts — to email them any time one of tens of keywords relating to the companies
and people in their beat appears in a news article or press release. Whereas the U.S.
State and Defense departments often do the same through tools such as Babel and
Dataminr, across a broader range of data sources.

Classified U.S. activities provide useful test cases for the application of data fu-
sion in investigations: with the exceptions of leaks and investigative journalism, no
single data source tends to provide a complete picture. Answering even simple ques-
tions, such as who has been publicly reported to be a CIA station chief — along with
where and over what rough time period — requires scouring thousands of sources.
And second-order questions, such as which companies in private industry said sta-
tion chiefs subsequently worked for, and roughly what those companies have done
for various government agencies, generally transition research out of social media
and into studying public procurement records, corporate websites, and LinkedIn. For
historic information, there is no substitute for reading books authored by investiga-
tive journalists.

(Tech Inquiry currently contains 490 reputable citations for specific reported CIA
station chief positions, including the Lebanese newspaper Al Akhbar recently naming
Sherry Baker as the Agency’s Beirut station chief. [s5g))

Network maps

For decades, nearly every police and intelligence agency in the world has made use
of investigatory software to conduct what might be referred to as network mapping —
essentially keeping track of the citations as to how various individuals, companies,
and government agencies relate. The rough idea is to computerize the police investi-
gation board trope of red strings connecting various photos pinned to a wall. (De-
spite the centrality of network analysis to governmental investigations, grassroots an-
alogues are culturally relegated to the realm of conspiracy, as epitomized by the
‘Pepe Silvia’ meme from the television series It’s Always Sunny in Philadelphia.)

The British company i2 was the first major player in this space, though the Ameri-
can data fusion company Palantir became the largest, reportedly partly through its
current chief technology officer Shyam Sankar reverse-engineering i2's technology.
According to a keynote speech by i2 founder Michael Hunter attended by the author
in mid-2022, the ability to reverse-engineer i2 was aided by the software’s modular
design, which existed to allow the company’s largest power user — the CIA — to en-
act its own customizations without the help of i2’s staff. “We had two really big cus-
tomers: the CIA and the FBL.”
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Hunter further claimed that the U.S. origin of the pre-computerized police network
maps was the Los Angeles Police Department’s adaptation of the graph-based Pro-
gram Evaluation and Review Technique (PERT) used for the development of Polaris
missiles to the high-profile investigation of the assassination of Robert F. Kennedy.
1591 The company swung its first major customer, the U.S. Department of Defense,
through the ongoing Los Angeles trial of former football star O.J. Simpson: “Being a
clever devil, I did charts based upon O.J. Simpson ... thereupon followed an hour-long
argument between different members of the audience upon whether he was guilty or
not,” stated Hunter.’

Beyond its initial post-9/11 mass adoption for counter-terrorism, network mapping
further boomed in the last decade as a result of geopolitical tensions between the
U.S. and China, with entire companies now existing to shed light on how the U.S.
economy intersects with that of China and its Xinjiang Uyghur Autonomous Region.
Many such companies, including Sayari and Accrete, are also covertly or overtly used
for U.S. information operations. (521 In the case of Sayari, which received a public in-
vestment from In-Q-Tel, the networks of sanctioned entities are generated as targets
for offensive U.S. computer network operations.

But the U.S. Government does not fund equivalent research exposing itself or its
allies, such as the obvious parallel to Xinjiang of Israel’s occupation of Palestine.
Only a few scrappy organizations attempt to fill in these gaps, such as the Israeli
NGO Who Profits from the Occupation and the U.S.-based ‘LittleSis’ project run by
the Public Accountability Initiative. The author’s work with Tech Inquiry broadly ex-
ists within this vein.

The basic idea behind Tech Inquiry is to perform open source network mapping
on top of myriad public datasets and media — with citations for each connection,
along with annotations of their weight — as a low-budget form of data fusion. After
more than five years of work, the hand-coded annotations comprise more than a mil-
lion lines of JavaScript Object Notation (JSON).

For example, our current list of associations with U.S. Embassy Berlin includes a
partial list of former CIA station chiefs drawing from an article authored by the late
military historian Matthew Aid, books authored directly by former station chiefs Floyd
L. Paseman and Milton A. Bearden, declassified documents, and requisite New York
Times and Washington Post reporting. [6s-65] But ambassadorship tenures can be

1 Hunter also explained in his keynote that the name “i2” was an evolution of the name “information-to-image,”
which would have produced the name 121, which he felt was too close to the saying “eye for an eye.” But, after
dropping the second ‘I’ from the name, the name kept being confused with the number 12, and so the com-
pany stylized the first letter in its name as a lowercase ‘i'.
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drawn directly from a (now-defunded) public U.S. State Department database and
then used to annotate the cache of embassy cables released by WikiLeaks as part of
Cablegate. [66) Similarly, daily feeds of U.S. federal contracts and grants affiliated with
the embassy can be drawn from fpds.gov and USASpending.gov.

The CIA’s Center for Cyber Intelligence, which was previously known as the Infor-
mation Operations Center and was led circa 2014 by In-Q-Tel co-founder Susan M.
Gordon, was indicated by the WikiLeaks ‘Vault 7’ disclosures on CIA hacking to have
operated out of the U.S. Consulate General in Frankfurt.? 671 Reporting from The New
York Times in 2009 earlier revealed that the Frankfurt consulate served as the CIA’s
main European supply base and that its chief circa 2003, Kyle “Dusty” Foggo, had led
the construction of three secretive European detention centers: a jail in a renovated
building on a busy street in Bucharest, a steel-beam structure in Morocco
codenamed 'Bombay' which was reportedly never used, and a third outside of Warsaw
codenamed ‘Quartz’. (68, 69

One can also reconstruct a procurement feed for U.S. Army Garrison Wiesbaden,
which not only serves as the headquarters for U.S. Army Europe, but was the launch
site of the first CIA U-2 surveillance flight over the Soviet Union in 1956. The U.S.
Army’s 66th Military Intelligence Brigade moved its headquarters to Wiesbaden Army
Airfield in September 2008 and has been affiliated with the operation of the base’s
significant signals intelligence capabilities, which were based roughly thirty minutes’
drive southeast at the infamous ‘Dagger Complex’ until moving to the Gray Infor-
mation Processing Center in 2016. (78, 71, 72]

Former commanders of the 66th MIB have included John G. Lackey III, who later
led Joint Special Operations Command circa 1989, and Devon Blake, who became a
senior director at the covert human and signals intelligence collection firm Premise
Data in 2019, with the company receiving a more than $1 million subaward from
JSOC in mid-2022 under General Dynamics Information Technology. 731 The next
year, Ms. Blake transitioned to chief growth officer of NexTech Solutions, a reseller of
surveillance software such as Clearview AI which is closely partnered with U.S. Spe-
cial Operations Command.

But the interaction between two entities might be significantly easier to investi-
gate in one direction than in the other. When U.S. 581(c)(3) nonprofits disclose their
five-largest independent contractors each year in their public Form 990 filings, the

2 The CIA had reportedly ridiculed the State Department over WikiLeaks revealing much of its cable traffic be-
ginning in 2010, and Yahoo News reported three years ago that, in the months following the ‘Vault 7’ disclo-
sures, then-CIA director Michael Pompeo considered kidnapping and assassinating WikiLeaks editor-in-chief
Julian Assange from his then sanctuary in Ecuador’s London embassy.


http://fpds.gov/
http://usaspending.gov/
https://techinquiry.org/?entity=cia%2520center%2520for%2520cyber%2520intelligence&guard=
https://techinquiry.org/?entity=susan%2520m.%2520gordon&guard=
https://techinquiry.org/?entity=susan%2520m.%2520gordon&guard=
https://www.spiegel.de/international/world/wikileaks-data-dump-on-cia-spying-vault-7-a-1137740.html
https://www.nytimes.com/2009/08/13/world/13foggo.html
https://techinquiry.org/?entity=kyle%2520dustin%2520foggo&guard=
http://www.washingtonpost.com/world/national-security/the-hidden-history-of-the-cias-prison-in-poland/2014/01/23/b77f6ea2-7c6f-11e3-95c6-0a7aa80874bc_story.html
https://techinquiry.org/?entity=u.s.%2520army%2520garrison%2520wiesbaden&guard=
https://techinquiry.org/?entity=66th%2520military%2520intelligence%2520brigade&guard=
https://www.inscom.army.mil/MSC/66MIB/
https://www.spiegel.de/international/germany/new-snowden-revelations-on-nsa-spying-in-germany-a-975441.html
https://www.army.mil/article/153696/transformation_managed_directorate_closes_after_8_years_of_hard_work
https://techinquiry.org/?entity=john%2520g.%2520lackey%2520iii&guard=
https://techinquiry.org/?entity=devon%2520blake&guard=
https://techinquiry.org/?entity=premise%2520data%2520corporation&guard=
https://techinquiry.org/?entity=premise%2520data%2520corporation&guard=
https://www.usaspending.gov/award/CONT_AWD_47QFCA19F0035_4732_GS00Q14OADU116_4732
https://techinquiry.org/?entity=nextech%2520solutions%2520llc&guard=
https://techinquiry.org/?entity=clearview%2520ai,%2520inc.&guard=
https://news.yahoo.com/kidnapping-assassination-and-a-london-shoot-out-inside-the-ci-as-secret-war-plans-against-wiki-leaks-090057786.html
https://techinquiry.org/?entity=michael%2520richard%2520pompeo

names can be obscured in a manner which prevents keyword searches. This was the
case for In-Q-Tel's 2019 filing, which cryptically listed its $1.6 million check to en-
crypted messaging application Wickr as going to “W I”, with the only determinative
information being the listed address. (741 Co-chaired by the former CEO of In-Q-Tel,
Gilman Louie, Wickr was acquired by online retail giant Amazon a few months before
the author made In-Q-Tel’s funding public.? 75,76

Such investments into secure messaging platforms, as well as the nearly $3 mil-
lion granted to the encrypted messaging application Signal through the Open Tech-
nology Fund, which was then controlled by the CIA spin-out U.S. Agency for Global
Media, help underscore the centrality of information operations to modern conflict.
1771 Just as national security journalists have gravitated towards Signal for sensitive
conversations, so have many U.S. soldiers and spies. While understandably taboo to
mention, it is an open secret — in fact, documented by leaked diplomatic cables —
that human rights activists and moonlighting journalists are major information
sources for U.S. embassies around the world. [78-81]

Brief example: the Airman Teixeira leaks

Before being outed by the former director of research and training of Bellingcat
through an article in The New York Times and then arrested by the FBI, the 21-year-
old Airman Jack Teixeira leaked dozens of secret and top secret intelligence reports
relating to the ongoing Russian invasion of Ukraine. Sixty-four pages of the leaks
have been published by the transparency nonprofit Distribute Denial of Secrets
(DDoSecrets), twenty of which were previously published by Newsweek journalist Wil-
liam M. Arkin in mid-April 2023. [s2, 83]

(Mr. Arkin was also the editor of a recent article from journalist Ken Klippenstein
which published two leaked U.S. intelligence assessments similar to those from the
Teixeira leaks, in which the National Geospatial-Intelligence Agency correctly as-
sessed that Israel was likely about to strike Iran. [s4])

3 Maintaining such a database of citations for entity relationships not only helps overcome one-way information
barriers, but also allows for relationships with subsidiaries to be automatically inferred for the parent. As an
added benefit to constructing such hierarchy-aware graphs, related entity lists can be automatically generated
by querying the nearest neighbors of representations generated through appropriate low-rank approximations
of the association matrix. Rather than assuming a fixed variance for all interactions, as implied by the uniform
cost function of a Singular Value Decomposition, using a significantly higher variance for unobserved entries
is widely understood to produce a higher quality low-rank embedding.
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One of the more interesting images from the Teixeira leak, numbered 27 of 64 by
DDoSecrets, was produced on March 1, 2023 by the operational arm of the U.S. Joint
Chiefs of Staff. Beyond asserting that ninety-seven total special operations forces
(SOF) personnel were deployed by NATO countries at the time — primarily from the
United Kingdom, Latvia, and France — the document also asserts that, within the next
24 hours, twenty-one units of the secretive “Phoenix Ghost” drones produced by
AEVEX Aerospace would be transferred to Ramstein Air Base in Germany, the head-
quarters of U.S. Air Forces in Europe and Africa. (851 The German, French, and Dutch
governments were also described as providing training and advising to Ukrainian
Armed Forces through an operation referred to as “Phoenix Strike,” whose name sug-
gests the involvement of Phoenix Ghost drones.

The same document from the Joint Chiefs of Staff also described NATO “Airborne
Sensitive Reconnaissance Ops” out of Romania and Poland using MQ-9 Reapers, a
U-2 Dragon Lady, Northrop Grumman RQ-4 Global Hawks, Bombardier Challenge
650s, and British-owned “Rivet Joint” RC-135 V/W aircraft. Related NATO surveil-
lance flights in the Black Sea near Crimea were the subject of document 13 of 64,
which was reported by The Washington Post in early April of 2023 due to the mention
of a “near-shoot down” of a British Rivet Joint. [se]

After creating a full-text search interface to manual transcriptions of the text from
each of the 64 leaked Teixeira documents, we manually tag the document identifiers
in which each relevant entity appears (e.g., document 27 for the Phoenix Ghost, U.S.
Embassies Berlin and Riga, Latvian Special Operations Command, and Ramstein Air
Base).

The second-order task is then to cite associations between entities that are re-
vealed in the documents, such as the planned transfer of twenty-one Phoenix Ghost
kamikaze drones to Ramstein Air Base.

The German-manufactured Leopard 2 main battle tanks provide a more detailed
example of revealed associations. Across documents 29, 308, and 53, contributions of
Leopard 2 tanks to Ukraine are detailed as originating from the governments of Ger-
many (DEU), Poland (POL), Norway (NOR), Canada (CAN), Finland (FIN), Greece (GRE),
Portugal (POR), and Spain (ESP). The bottom-right corner of document 29 also de-
scribes its source as U.S. Army Garrison Wiesbaden, the headquarters of U.S. Army
Europe.

We use a slightly higher weight for the stated German contribution of fourteen
Leopard 2A6 tanks than the six Leopard 2A4 tanks claimed to be contributed by
Spain. This not only signals that the former relationship should appear first in the as-
sociation list for the Leopard 2 profile page, it also yields a higher interaction score
between the Leopard 2 and the German Army than with the Spanish Army and helps
inform Tech Inquiry’s nearest neighbor lists.

While there is an intrinsic value to the clerical work of building out Tech Inquiry’'s
profile pages and searchable document databases, the primary motivation is to serve
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as a foundation for investigations into Western governments and the associated
weapons and surveillance industries.

Artificial Intelligence and information
warfare with China

As revealed by the author earlier this year, U.S. Army Special Operations Command’s
Capabilities Exercise (CAPEX) for 2023 involved 4th Psychological Operations Group
(Airborne) — also known as ‘Dark Horse’ — simulating the exploitation of the psycho-
logical vulnerabilities of numerous mock anti-communist Taipei-based personas, in-
cluding a Buddhist monk, an emergency surgeon, and the publisher of the Taipei
Times. (871 The primary tool for the information warfare exercise was the Pulse plat-
form of the Virginia-based contractor Two Six Technologies, which in May 2022 hired
the first female head of the CIA’s Directorate of Operations, Elizabeth Kimber, as its
Vice President for Intelligence Community Strategy. (ss)

And as reported by Reuters in March, a small team of CIA operatives began creat-
ing fake online accounts under President Trump’s direction in 2019 in order to
“spread negative narratives about Xi Jinping’s government while leaking disparaging
intelligence to overseas news outlets.” The narrative attacks, which at least histori-
cally would have come from the Political Action Group within the Special Activities
Center, were said to focus on discrediting China’s ‘Belt and Road’ infrastructure initi-
ative and promoting allegations that Chinese Communist Party members were hiding
their wealth overseas. (89, 981 Echoing motifs from Dark Horse’s ‘Ghosts in the Ma-
chine’ recruitment video, a former CIA official told Reuters that “We wanted [Chinese
leaders] chasing ghosts.” [91]

Through a series of ongoing ‘counter-disinformation’ contracts beginning in mid-
2020 which involve both Joint Special Operations Command and various geograph-
ically focused components of 1st Special Forces Command, including Dark Horse it-
self and the bulk of the numbered Special Forces groups, Two Six’s Pulse platform
has become perhaps the preeminent modern information warfare tool for U.S. Spe-
cial Operations Forces. (921 Born out of a classified DARPA crowdsourcing program in
Afghanistan known as ‘More Eyes’ which was operational circa 2011, former DARPA
program manager Ryan Paterson commercialized modernized analogues of Cold
War-style information operations, such as radio programs and leaflets, in the form of
text message blasts and social media campaigns. 93, 35]

The ‘Pulse platform’ became the flagship product of Paterson’s company Infor-
mation Science Technology Research — which was abbreviated as IST Research —
and evolved into the “tactical information warfare” toolkit sold to U.S. Special Opera-
tions Forces beginning in mid-2020.
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Within a year of IST’s relationship with U.S. Special Forces kicking off, the com-
pany was acquired by private equity firm The Carlyle Group and merged with cyberse-
curity firm Two Six Labs to form Two Six Technologies. (941 By mid-2022, Paterson left
Two Six to become president of Unplugged Systems, which claims to provide a state-
of-the-art secure phone but is best known for its backing from Erik Prince, the
founder of infamous private military contractor Blackwater.

Also recently revealed by the author, the Defense Intelligence Agency’s Human In-
telligence Training Joint Center of Excellence (HT-JCOE), which is co-located with
the U.S. Army’s Intelligence Center of Excellence (USAIoC) in Fort Huachuca, has
been quietly setting up contracts to train members of the U.S. military on how to
evade “the capability a modern law enforcement or adversary counterintelligence ser-
vice would have at their disposal.” [95]

One HT-JCOE solicitation, for a “Camera Laboratory”, sought to enable “training
and exercise against security cameras and associated Artificial Intelligence capabili-
ties of Facial Recognition and Person Tracking.” 961 One component of the solicita-
tion implied the usage of Chinese facial recognition cameras as part of the training
by stating: “The Gov't [Government] cannot stress enough that the purchase of adver-
sary technology must be done in a manner that is not attributable to the USG [U.S.
Government] and where USG end user is not known.” When reached for comment,
Fort Huachuca public affairs claimed that the Camera Laboratory contract was can-
celled and that the statement regarding the covert purchase of “adversary technol-
ogy” was a mistake.

A separate, $1.9 million HT-JCOE contract was awarded to Quiet Professionals, a
contractor led by two former JSOC operators, former Delta Force sergeant major
Andy Wilson and former Task Force Orange first sergeant Leo Kryszewski. (97-991 In
addition to noting that Quiet Professionals’ Cerebra Gray platform supports remotely
wiping the hard drives and manipulating the sensors of operatives’ cellphones, the
contract solicitation also discussed the usage of cellphone “hidden volume[s]”. Made
infamous by the kingpin-turned-government-asset Paul Le Roux through his E4M en-
cryption software and the derivative TrueCrypt package, hidden volumes encrypt data
such that a cover password can be provided which decrypts into a staged environ-
ment which plausibly conceals sensitive data requiring a separate password. (169, 181]

As reported by the author last year, Quiet Professionals subsidiary Echo Analytics
Group hosted the first ‘hunt’ of the counter-sex work nonprofit Skull Games in its
Tampa office, just 13 miles away from the headquarters of SOCOM. 1e2; And Skull
Games was itself founded to leverage the open-source intelligence capabilities of
former Delta Force operator Jeff Tiegs.
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The Israeli government’'s U.S.
propaganda campaign

An August 2007 cable attributed to George W. Bush'’s then Ambassador to Israel,
Richard H. Jones, noted that the director of the Shurat HaDin Israel Law Center,
Nitsana Darshan-Leitner, had admitted to her organization originally being a lawfare
tool of Israel’s foreign intelligence service, generally known as the Mossad. The reve-
lation undercut Shurat HaDin’s self-branding as an Israeli analogue of the U.S.
Southern Poverty Law Center, which used legal action to take down the Ku Klux Klan
in the 1980s.% (193]

Leitner publicly copped to Shurat HaDin’s close collaboration with Israeli intelli-
gence a decade after the cable through her book ‘Harpoon’, which took its name
from the covert financial warfare unit founded by former Mossad director and honor-
ary Black Cube president Meir Dagan.” (184 Leitner’s book also attributed the rise of
current CIA deputy director David S. Cohen from his previous role as Under Secretary
of Terrorism and Financial Intelligence to techniques gleaned from the Harpoon pro-
gram.

Further details on the relationship between Shurat HaDin and the Israeli govern-
ment emerged from a high-profile leak of roughly 245 gigabytes of emails from the
Israeli Ministry of Justice following the country’s invasion of Gaza as part of Opera-
tion Swords of Iron. 1851 Amidst the lawfare organization’s public campaigns against
the International Committee of the Red Cross, human rights lawyer Amal Clooney,
and the U.S. organization Students for Justice in Palestine, the emails appear to
show high-level Ministry of Justice officials mocking Shurat HaDin and its unofficial

spin-out organization International Legal Forum for overzealous legal arguments. [1e6-
108]

In late June, the author revealed the rebirth of Israel’s ‘Voices of Israel’ propa-
ganda program, with a new focus on winning the narrative war surrounding Opera-

4  The Southern Poverty Law Center has itself engaged in controversial activities in the last decade. Beyond pay-
ing the defense contractor Culmen International roughly $1.5 million for a “Big Data Platform” between 2015
and 2017 that included commercial cellphone location-tracking data, SPLC laid off more than 60 employees
this year who were attempting to unionize despite sitting on more than $700 million in assets.

5 The legendary Nazi-hunter Simon Wiesenthal was posthumously revealed to have been paid by the Mossad in
2010. In the language of veteran Israeli intelligence journalist Yossi Melman in his 2012 book ‘Spies Against
Armageddon’, Wiesenthal was somewhere between an agent and a sayan, the term-of-art for a member of the
Jewish diaspora who aids Mossad operations, often through a don’t-ask-don’t-tell policy.
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tions Swords of Iron, using the combination of a searchable mirror of Israeli govern-
ment contracting records and by transcribing numerous public Knesset hearings in
partnership with fellow journalist Lee Fang. 11¢9;1 Roughly two months later, Tech In-
quiry’s newly created searchable mirror of the leaked Ministry of Justice emails was
used to expose Israeli government strategy documents for avoiding the U.S. Foreign
Agents Registration Act, with former Democratic National Committee chair Joseph E.
Sandler and his partner Joshua I. Rosenstein as the legal sherpas.6 [118]

From roughly 2014 to 2015, Israel’s Ministry of Strategic Affairs (MSA) was begin-
ning to take on the Israeli government’s mandate to oppose the Boycott, Divestment
and Sanctions (BDS) movement and was temporarily combined with the Ministry of
Intelligence under the direction of former Mossad deputy director Ram Ben-Barak. A
freedom of information request published by The Times of Israel in 2019 further
showed that then-Mossad chief Yossi Cohen had met the previous year with the MSA
head Gilad Erdan, and recent reporting from The Guardian and +972 Magazine re-
vealed that, the same year, Cohen was secretly pressuring International Criminal
Court prosecutor Fatou Bensouda to drop her investigation into potential Israeli war
crimes. (11, 112]

Despite their well-documented, at least historical, control by the Mossad, Shurat
HaDin remains a significant partner of numerous tightly-knit anti-BDS advocacy and
lawfare organizations generally clustered around influential right-wing donor Adam
Milstein, a convicted felon who previously chaired the Israeli-American Council, an
influential pro-Israeli lobbying organization set up under the direction of Israel’s Los
Angeles consul general Ehud Danoch in 2007. [113]

The marketing firm STOIC, despite its relatively secondary role, received wide-
spread attention earlier this year for attempting to covertly influence the U.S. Con-
gress and to drive a wedge between Black Americans and Palestinians. As noted by
Haaretz, STOIC was a competitor to the Voices of Israel joint venture, which was
originally set up by the MSA but is now run by the Ministry of Diaspora Affairs.” An
earlier competitor to Voices of Israel, Psy-Group, received even more attention due
to its partnership with the infamous data analytics firm Cambridge Analytica and has
recently been reborn as Percepto International.

6 Both articles were published in collaboration with The Guardian as headline news, though only our inde-
pendently published copy linked to the leaked documents.

7 Voices of Israel was previously known as Concert, and, before that, as Kela Shlomo. Its research and infor-
mation subsidiary, Keshet David, has also been known as Israel Cyber Shield and Innovative Collaboration
Strategies.
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The fundamental mechanism of Voices of Israel is to serve as an intermediary be-
tween the Israeli government and nonprofits in the U.S. and other strategic countries,
such as South Africa and the United Kingdom. Much of the functioning of Voices was
exposed through an undercover video investigation by Qatar’s Al Jazeera circa 2017,
though the U.S. footage was only published in 2018 due to intense lobbying pressure
from the far-right, Trump-aligned Zionist Organization of America, which threatened
to force Al Jazeera to register as a foreign agent unless it censored the investigation.
The footage only appeared online through a leak in late 2018, and the previously
mentioned recent investigation by the author ironically revealed Israel's own scheme
for avoiding Voices’ foreign agent registration. [114]

Perhaps the most incendiary segments of the hours of published footage are from
the Israel on Campus Coalition (ICC), a sort of fusion cell for opposition research
and smear campaigns against U.S. campus BDS movements. As exposed in a recent
investigation from the author based upon a lead from Al Jazeera’s undercover inves-
tigation, ICC's self-proclaimed “psychological warfare” against U.S. students has
been secretly fueled by surveillance software created by the Israeli branch of the
Australian advertising technology firm Blend Al (1151 A combination of ICC's tax fil-
ings and Israeli corporate registries reveal that ICC has paid Blend Al at least $1.9
million, which is more than the company’s last fundraising round. [116]

Corporate records and tax filings similarly demonstrate that ICC paid the Rutgers-
affiliated Network Contagion Research Institute (NCRI) $335,000 in 2021 and that
NCRI founder Joel Finkelstein is a director of a secretive Israeli anti-BDS organiza-
tion named Hetz alongside the founder of Voices of Israel, Brig. Gen. (res.) Sima Vak-
nin-Gill, who was also previously the Israeli military’s chief censor. Another previously
unreported board member of Hetz is prominent U.S. venture capitalist David M.
Magerman, and a public talk given by Hetz CEO Eran Teboul on May 13, 2022 to the
Norwegian nonprofit Med Israel for fred (MIFF) noted that his organization has pri-
vately fundraised for NCRI.117]

The ‘north star’ for Tech Inquiry

When building a knowledge base of entities and their relationships, perhaps the cen-
tral question is of scope. A common trap for activists is to focus on a list of ‘bad’ or-
ganizations, such as spyware companies, and to avoid documenting relationships
with ‘good’ organizations, such as the billionaires and nonprofits friendly to their po-
litical project.

But intelligence operations often purposefully use nonprofits, humanitarian organi-
zations, and journalism as cover. Beyond SEAL Team Six posing as the Red Cross to
snatch the war criminal Milan Kovacevi¢ in Bosnia on July 18, 1997, the longstanding
intelligence partnership between the CIA and the Mossad was born from the Shin
Bet recruiting the Polish journalist Victor Grayevsky to steal a copy of Nikita
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Khrushchev's speech denouncing former Soviet leader Joseph Stalin. (118, 1191 Despite
the taboo surrounding their discussion, journalistic, humanitarian, and religious cover
are staples of intelligence agencies and special operations forces around the globe,
including the U.S. and its allies.

Not to mention that the Ford Foundation and Rockefeller Brothers Fund, both of
which played central roles in U.S. surveillance and covert influence during the Cold
War, continue to be major funders of progressive movements in the United States.

The unreachable — but still worth pursuing — goal of Tech Inquiry is to manually
document all significant financial relationships involving influential and newsworthy
organizations, particularly as they relate to weapons and information operations (of
which surveillance forms a subset). This includes: every billionaire, every significant
governmental organization, every U.S. military base, every U.S. embassy, every CIA
chief of station, every U.S. Ambassador, and every influential company and nonprofit.

We would also like to expose a single searchable interface to every government’s
public procurement and lobbying feeds, as well as every national security-oriented
public interest leaked dataset.

The basic methodology with respect to governments is to begin with entities for
each country and to gradually refine down to the significant departments or minis-
tries and, where data is available, down to obscure units such as Task Force Orange.
In the case of European procurement data, the resolution essentially ends at the sub-
ministerial level, such as with the Hungarian Police, which are a component of the
Hungarian Ministry of Interior. (Due to a complete rewrite of European Union pro-
curement records being slowly phased in over the last year, support for the format
was only recently added into Tech Inquiry, significantly stunting European analysis.)

Months of effort were expended throughout this project to extend Tech Inquiry’s
existing contracting feeds for U.S. embassies to all (overt) U.S. military bases. 126
While useful as a research tool, said feeds have yet to lead the author to a significant
story, as even the Fort Huachuca findings for covert U.S. activities in China were
found through keyword searches over a mirror of the U.S. contracting opportunities
published on SAM.gov. However, significant stories have resulted from mirroring Is-
raeli procurement and the massive leak of Israeli Ministry of Justice emails and, in-
deed, the author recently integrated a slightly smaller leak of IDF emails and has
manually transcribed the Airman Teixeira leaks.

A significant number of stories are also broken from the major international arms
sales announcements of the U.S. Defense Security Cooperation Agency, though they
are more interesting to the author as long-term documentation of significant weap-
ons sales. For example, the approval of a contract to sell the Government of Taiwan
$300 million of Anduril’'s ALTIUS 600M-V loitering munitions (“suicide drones”) was
announced on June 18. 1120]

As might be obvious, simply keeping Tech Inquiry’s datasets up-to-date is a full-
time job in itself. As is entity curation and reverse-engineering government agency
feeds. And manually annotating the ever-expanding interactions between these tens
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of thousands of entities. And, at least semi-regularly, producing quality journalism on
top of these data sources.

Tech Inquiry began with a singular focus on fusing proactively published govern-
ment datasets with analysis of journalism but has come to appreciate the impact
possible from incorporating historic leaks, ranging from Cablegate to Israeli govern-
ment emails and Airman Teixeira’s so-called ‘Discord leaks’. In the case of docu-
ments with sufficiently sensitive personally identifiable information, we allow all users
to discover the documents through a textual index, but access to the underlying doc-
uments is restricted to vetted journalists.

Such an approach is both journalistically the preferred course of action when deal-
ing with large, possibly as-yet-unauthenticated datasets containing sensitive info on
individuals and, as a U.S. citizen, likely significantly legally safer with little downside.

After adding an authentication guard for sensitive documents, the author began
extending Tech Inquiry such that users can easily attach their own tags to entities
and mirrored documents, such as #project-maven or #mq-9-reaper, and then retrieve
all entities and documents with particular tags.

Because all of Tech Inquiry’s data and software is public / open-source, ideally an-
other organization could simply spin up its own recreation of the project with a week
or two of work and about a $100 budget. This is especially relevant given recent legal
aggression from surveillance industry CEOs against both Tech Inquiry and the author
personally.

There are few journalists doing serious national security investigations; even fewer
have the capacity to analyze massive leaked datasets relating to Western govern-
ments. Providing a simple searchable interface can at least remove one of the hur-
dles.

Loudly declaring strong opinions on geopolitically sensitive topics is certainly
much easier and cheaper than conducting investigations. But the U.S. Government
didn’t consider assassinating Julian Assange because of his opinions. WikiLeaks be-
came an enemy because it exposed damning information about the U.S. Government
using primary sources in an often clinical manner.

Even without counting Tech Inquiry’s curation of Western public records and
leaked datasets, it has likely already become the largest public repository of citations
for CIA station chief tenures. That an underfunded project developed by a single per-
son can compete at such a level demonstrates how low the bar is for open source in-
telligence analysis of Western governments; far more funding is dedicated to moni-
toring U.S. adversaries. The author hopes to make a humble contribution towards
correcting that imbalance.
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